loT Network Monitoring
for Security and Privacy



whois Markus Donko-Huber

* 10 years privacy & security research

* Information Security Engineer

* Privacy Enhancing Technologies at TU Vienna
*Open Source ¥



loT Security & Privacy



loT Vision

https:/upribox.org



loT — closer to reality

r'i"*_'-.lﬂ':pr ﬂ’f Tech by Mitrozac & Snoggy
The Internet of ransomware things... 30 BUCKS IN
9 @ BITCOIN, OR NEXT
TIME I SMELL
SMOKE, I MIGHT
JUST LET YOU
SLEEP.
ILL UNLOCK THE NEXT TIME
YOU LEAVE, IT'LL
COST You 100
BUCKS TO GET
BACK INTO THE

MY DODRYS
) BREW
HOUSE, UNLESS

SEMND ME 425 OR

I1L TELL EVERYONE
ON YOUR SOCLAL
HETWORK THAT ¥OU
WERE STURID ENOLWMSH
TO BUY AN INTERNET-
CONNECTED BROOMS

WiLL BE IN THE
TRASH.

https:/upribox.org



loT 2014
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USA 2014

Smart Nest Thermostat
A Smart Spy in Your Home

Grant Hernandez, Orlando Arias, Daniel Buentello, and Yier Jin
Security in Silicon Laboratory, University of Central Florida




root

loT 2016
root
root

* Mirai Malware root
root

— Botnet of lol devices

Xc3511
V1izXxv
admin
admin
888888
xmhdipc
default
juantech
123456

11111

— 60 common factory default usernames and passwords

* First high-profile lol powered attack

— Attacks on Brian Krebs (680 Gbps), OVH (1 Tbps), Dyn



loT 2018

INTERNET OF DILDOS: ALONG WAY TO A VIBRANT FUTURE - FROM IOTTO IOD

In the course of our Internet of Things (leT) research SEC Consult is going to review the security of multiple smart sex toys. The current readmap

includes the following test devices:



(1) lIoT devices are low hanging fruits
fime to market / weak defaults

(2) IoT devices are invasive
vendors collect lots of data

(3) So what?
all devices eventually become “smart’



loT Network Forensics



How to find out whats going on with
your devices?

(1) Setup test WiFi / router
(2) Analyze traffic with t cpdump

a Jonathan Wight {¥ 2 Follow

Why is my vacuum cleaner uploading 25MB of
data? Who am | DDOSing?

This sucks.



Devices
What iIs connected??

Behavior
Whom are the talking to?



loT Network Forensics



loT Network Monitoring



Traffic Characteristics
Deep packet inspection

Communication endpoints
DNS queries



ntopng

* Open Source traffic analysis tool

* Linux, *BSD, MacOS

* Realtime + historical traffic analysis

* Application protocol detection with nDP I



NDPJ

* Supports over 100 Applications
(Dropbox, Skype, Facebook, etc.)

* Classification independent of used ports

* Encrypted traffic is classified based on
certificates in TLS handshake [TLS 1.3]



Analysis of DNS queries

*Simple to analyze DNS queries
(t cpdump, scapy, dnsmasg, etc.)

* Good indicator for exchanged data
— updates.samsung.com, api.weather.org ...



(1) Device Discovery
User Agent String + SSDP

(2) Traffic Analysis
ntopng + DNS queries

(3) Making this easy to use
usable privacy box




Usable Privacy Box



Usable Privacy Box (upribbox)

* Funded by IPA netidee.at O} nettdee
* Open Source Software for RaspberryPi 3

* Focus on Usability
- Standalone WiFi / Router

- Adblocking, Tor
- Device Monitoring




upribox v2 — Device Overview
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upribox v2 — Traffic Overview

Nexus 5X (Markus)
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Details fiir Kalenderwoche

Domain Top 10 (Anfragen)

pubsub.pubnub.com: 505
ps-875.pubnub.com: 64
svcs.myharmony.com: 9
home.myharmony.com: 2

Amazon
HTTP
ICMP
DNS
SSDP
Unknown
SSL
DHCP



Usable Privacy Box

* Download the latest image on Github
* Document (and fix) bugs on Github

* Funding via Onlineshop
https://upribox.org/shop



Passive Detection Methods
play with fingerbank, SSDP

Analyze Network Behavior
play with ntopng, DNS

Setup Usable Privacy Box

vZ2 Image will be released soon



Dr. Markus Donko-Huber
Mmarkus@upribox.org
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