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whois Markus Donko-Huber

•10 years privacy & security research
• Informaton Security Engineer
•Privacy Enhancing Technologies at TU Vienna
•Open Source ♥
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IoT Security & Privacy
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IoT Vision
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IoT – closer to reality
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IoT 2014

https://upriboo.:org



IoT 2016

● Mirai Malware
– Botnet of IoT devices
–  60 common factory default usernames and passwords

● First high-profle IoT powered attack
– Attacks on Brian orebos c6800 Gbops),  OV6 c1 Tbops),  yyn
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IoT 2018
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(1) IoT devices are low hanging fruits
tme to market / weak defaults

(2) IoT devices are invasive
vendors collect lots of data

(3) So what? 
all devices eventually become “smart”
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IoT Network Forensics
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How to fnd out whats going on with 
your devices?
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c1), Setup test WiFi / router
c2), Analyze trafc with tcpdump



Devices
What is connected?
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Behavior
Whom are the talking to?



IoT Network Forensics
Device Discovery
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IoT Network Monitoring
Traffc Analysis
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Traffc Characteristics
Deep packet inspection
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Communication endpoints
DNS queries



ntopng

•  Open Source trafc analysis tool
•  Linu.  *BSy  MacOS
•  Realtme + historical trafc analysis 
•  Applicaton protocol detecton with nDPI
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nDPI

•  Supports over 100 Applicatons 
cyropboo.  Skype  Faceboook  etc:),

•  Classifcaton independent of used ports
•  Encrypted trafc is classifed boased on 
certfcates in TLS handshake [TLS 1:3]
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Analysis of DNS queries

•Simple to analyze yNS queries
ctcpdump  scapy  dnsmasq  etc:),
•  Good indicator for e.changed data

– updates:samsung:com  api:weather:org :::

https://upriboo.:org



(1) Device Discovery
User Agent String + SSDP

(2) Traffc Analysis
ntopng + DNS queries

(3) Making this easy to use
usable privacy box
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Usable Privacy Box 
upribox v2
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Usable Privacy Box (upribox)

•  Funded boy IPA netdee:at
•  Open Source Sofware for RaspboerryPi 3
•  Focus on Usaboility

– Standalone WiFi / Router
– Adbolocking  Tor
– yevice Monitoring
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upribox v2 – Device Overview
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upribox v2 – Traffc Overview
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Usable Privacy Box

•  yownload the latest image on Githubo
•  yocument cand f.), bougs on Githubo
•  Funding via Onlineshop 
 https:////虰pribox.
xrib//shxp
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IoT Network Forensics
Passive yetecton Methods
play with fngerbank, SSDP

Analyze Network Behavior
play with ntopng, DNS

Setup Usabole Privacy Bo.
v2 image will be released soon
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Dr. Markus Donko-Huber
markus@upribox.org
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